
Hiring: Technical Trainer – Cybersecurity
Essentials / SOC Analyst Training

Xavric Solutions is hiring a Technical Trainer to deliver our 'Cybersecurity Essentials – SOC Basics,
Network+ Review, SIEM Intro' program — focused on entry-level SOC skills, threat detection,
SIEM, and incident response.

Role Overview
Deliver offline training on:
• Cybersecurity foundations: CIA triad, threat landscape, malware, phishing, ransomware
• Networking & security basics: OSI/TCP-IP, ports, firewalls, NAT, VPNs
• OS security & hardening (Windows & Linux), logging & patching
• Threats & vulnerabilities: social engineering, DoS, MITM, brute force, insider threats
• Security controls: firewalls, IDS/IPS, access control, Zero Trust
• SOC operations, alert triage, ticketing tools & incident lifecycle
• SIEM fundamentals: log collection, correlation & dashboards (Splunk, ELK, QRadar overview)
• Incident detection, response, containment & root cause analysis
• Vulnerability assessment & basic pentesting (Nmap, Nessus/OpenVAS)
• Cloud security basics & IAM, MFA & audit logging
• Governance, risk & compliance (ISO 27001, NIST, GDPR basics)
• SOC-style labs, simulations & capstone investigation guidance

Requirements
• Experience: 0 – 5 years (Freshers welcome)
• College professors & IT professionals can apply as part-time
• Good understanding of networking, operating systems & security concepts
• Hands-on familiarity with tools like Wireshark, Nmap, SIEM (Splunk/ELK), Nessus/OpenVAS, Kali
Linux (preferred)
• Interest or experience in SOC operations, blue teaming or threat monitoring
• Ability to explain concepts using real-world attack scenarios, logs & case studies
• Strong communication skills and passion for training future SOC analysts

Location & Mode
• Location: Bhopal
• Mode: Offline (in-center)

Apply Now
Email your resume to: info@xavricsolutions.in
Subject: Application – Technical Trainer (Cybersecurity Essentials / SOC)


